Protection refers to a mechanism which controls the access of

programs, processes, or users to the resources defined by a

computer system. We can take protection as a helper to multi

programming operating system, so that many users might safely

share a common logical name space such as directory or files.

Need of Protection:

. To prevent the access of unauthorized users

. To ensure that each active programs or processes in the
system uses resources only as the stated policy

. To improve reliability by detecting latent errors

Goals of Protection in Operating system

It consists of a collection of objects, hardware or software. Each
object has a unigue name and can be accessed through a well-
defined set of operations. Protection problem - ensure that each
object is accessed correctly and only by those processes that
are allowed to do so.

e To ensure that each shared resource is used only in
accordance with system policies (how processes access
the computer system's resources, such as the CPU,
memory, software, and even the operating system),
which may be set either by system designers or by
system administrators.

e To ensure that errant programs cause the minimal
amount of damage possible.

e Note that protection systems only provide the
mechanisms for enforcing policies and ensuring reliable
systems. It is up to administrators and users to implement
those mechanisms effectively.

Domain Structure



Domain structure defines a set of objects and types of operations
that can be invoked on each object. The ability to execute an
operation on an object is called access right. A computer can be
viewed as a collection of processes and objects. The process
should only have access to those objects it needs to accomplish
its task.

Access-right = < object-name, right-set>

where rights-set is a subset of all valid operations that can be
performed on the object

For example, if domain D has the access right <file F,
{read,write}>, then the process executing in domain D can read
and write file F.

Consider an example:

D, D, Ds

< O, {read, write} >
< Oy, {read, write} >
< O,, {execute} >

< Oy, {execute} >
< O, {read} >

< Oy, {print} >

Object;

Access Matrix
The model of protection can be viewed as a matrix called, an
access maitrix, in which columns represent different system
resources and rows represent different protection domains.
Entries within the matrix indicate what access that domain
has to that resource.



object
_ F, F, F; printer
domain
D, read read
D, print
D, read execute
read read
D, write write

According to the above matrix: there are four domains
and four objects- three files(F1, F2, F3) and one
printer. A process executing in D1 can read files F1
and F3. A process executing in domain D4 has same
rights as D1 but it can also write on files. Printer can
be accessed by only one process executing in domain
D2. The mechanism of access matrix consists of
many policies and semantic properties. Specifically,
We must ensure that a process executing in domain
Di can access only those objects that are specified in
row i.

Useof Access Matrix

If a process in Domain Di tries to do “op” on object Oj, then
“op” must be in the access matrix Can be expanded to dynamic
protection Operations to add, delete access rights Special
access rights:

Owner of Oj copy op from

Oij to Oj Control-Dijcan



modify Djaccessrights
Transfer—switchfrom
domainDijtoDj

Access Matrix of Figure A With Domains as Objects
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domain printer

D read read switch

D, print switch | switch

Dy read |execute

Dy \r:;ti \r;ﬁti pUich

Access Matrix with Copy Rights

object
domain
D, execute write*
D, execute read” execute
D, execute
(a)
object
domain
D, execute write*
D, execute read” execute
Dj execute read

(b)



Protection and security requires that computer resources such as
CPU, softwares, memory etc. are protected. This extends to the
operating system as well as the data in the system. This can be done
by ensuring integrity, confidentiality and availability in the operating
system. The system must be protect against unauthorized access,
viruses, worms etc.

Threats to Protection and Security

A threat is a program that is malicious in nature and leads to harmful
effects for the system. Some of the common threats that occur in a
system are -

Virus

Viruses are generally small snippets of code embedded in a system.
They are very dangerous and can corrupt files, destroy data, crash
systems etc. They can also spread further by replicating themselves
as required.

Trojan Horse

A trojan horse can secretly access the login details of a system. Then
a malicious user can use these to enter the system as a harmless
being and wreak havoc.

Trap Door

A trap door is a security breach that may be present in a system
without the knowledge of the users. It can be exploited to harm the
data or files in a system by malicious people.

Worm

A worm can destroy a system by using its resources to extreme levels.
It can generate multiple copies which claim all the resources and don't
allow any other processes to access them. A worm can shut down a
whole network in this way.



Denial of Service

These type of attacks do not allow the legitimate users to access a
system. It overwhelms the system with requests so it is overwhelmed
and cannot work properly for other user.

Protection and Security Methods

The different methods that may provide protect and security for
different computer systems are -

Authentication

This deals with identifying each user in the system and making sure
they are who they claim to be. The operating system makes sure that
all the users are authenticated before they access the system. The
different ways to make sure that the users are authentic are:

o Username/ Password

Each user has a distinct username and password combination
and they need to enter it correctly before they can access the
system.

« User Key/ User Card

The users need to punch a card into the card slot or use they
individual key on a keypad to access the system.

o User Attribute Identification

Different user attribute identifications that can be used are
fingerprint, eye retina etc. These are unique for each user and
are compared with the existing samples in the database. The
user can only access the system if there is a match.

One Time Password

These passwords provide a lot of security for authentication purposes.
A one time password can be generated exclusively for a login every
time a user wants to enter the system. It cannot be used more than
once. The various ways a one time password can be implemented are

« Random Numbers



The system can ask for numbers that correspond to alphabets
that are pre arranged. This combination can be changed each
time a login is required.

« Secret Key

A hardware device can create a secret key related to the user id
for login. This key can change each time.

Threads in Operating System

There is a way of thread execution inside the process of any
operating system. Apart from this, there can be more than one
thread inside a process. Thread is often referred to as a lightweight
process. The process can be split down into so many threads. For
example, in a browser, many tabs can be viewed as threads.

Types of Threads

In the operating system, there are two types of threads.

1. Kernel level thread.
2. User-level thread.

User-level thread

The operating system does not recognize the user-level thread. User
threads can be easily implemented and it is implemented by the
user. If a user performs a user-level thread blocking operation, the
whole process is blocked. The kernel level thread does not know
nothing about the user level thread. The kernel-level thread
manages user-level threads as if they are single-threaded
processes?examples: Java thread, POSIX threads, etc.

Advantages of User-level threads

1. The user threads can be easily implemented than the kernel
thread.


https://www.javatpoint.com/browsers
https://www.javatpoint.com/os-tutorial
https://www.javatpoint.com/operating-system
https://www.javatpoint.com/java-tutorial
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. User-level threads can be applied to such types of operating
systems that do not support threads at the kernel-level.

. It is faster and efficient.
Context switch time is shorter than the kernel-level threads.
It does not require modifications of the operating system.

o U A W

User-level threads representation is very simple. The register,
PC, stack, and mini thread control blocks are stored in the
address space of the user-level process.

7. It is simple to create, switch, and synchronize threads without
the intervention of the process.

Disadvantages of User-level threads

1. User-level threads lack coordination between the thread and
the kernel.

2. If a thread causes a page fault, the entire process is blocked.

Kernel level thread

The kernel thread recognizes the operating system. There are a
thread control block and process control block in the system for
each thread and process in the kernel-level thread. The kernel-level
thread is implemented by the operating system. The kernel knows
about all the threads and manages them. The kernel-level thread
offers a system call to create and manage the threads from user-
space. The implementation of kernel threads is difficult than the
user thread. Context switch time is longer in the kernel thread. If a
kernel thread performs a blocking operation, the Banky thread
execution can continue. Example: Window Solaris.

Advantages of Kernel-level threads

1. The kernel-level thread is fully aware of all threads.

2. The scheduler may decide to spend more CPU time in the
process of threads being large numerical.

3. The kernel-level thread is good for those applications that
block the frequency.



Disadvantages of Kernel-level threads

1. The kernel thread manages and schedules all threads.

2. The implementation of kernel threads is difficult than the user

thread.

3. The kernel-level thread is slower than user-level threads.

Benefits of Threads

o

Enhanced throughput of the system: When the process is
split into many threads, and each thread is treated as a job,
the number of jobs done in the unit time increases. That is
why the throughput of the system also increases.

Effective Utilization of Multiprocessor system: When you
have more than one thread in one process, you can schedule
more than one thread in more than one processor.

Faster context switch: The context switching period between
threads is less than the process context switching. The process
context switch means more overhead for the CPU.

Responsiveness: When the process is split into several
threads, and when a thread completes its execution, that
process can be responded to as soon as possible.

Communication: Multiple-thread communication is simple
because the threads share the same address space, while in
process, we adopt just a few exclusive communication
strategies for communication between two processes.

Resource sharing: Resources can be shared between all
threads within a process, such as code, data, and files. Note:
The stack and register cannot be shared between threads.
There are a stack and register for each thread.
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